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Unlike data communications of the past, today’s networks consist of 
numerous devices that handle the data as it passes from the send-
er to the receiver. However, security concerns are frequently raised 
in circumstances where interconnected computers use a network 
not controlled by any one entity or organization. Introduction to  
Network Security examines various network protocols, focusing on 
vulnerabilities, exploits, attacks, and methods to mitigate an attack. 

Features
Examines the protocols involved on all levels of the network, •	
including application level protocols such as Kerberos, secure 
email, and the web
Utilizes a bottom-up approach to help readers understand what •	
vulnerabilities exist in each layer of the network
Uses an attack-defend methodology to describe network secu-•	
rity with relevant protocols
Includes sample problems and laboratory experiments to test •	
solution effectiveness
Offers a companion website to supplement the material•	

While most of the books available on this subject focus solely on 
cryptographic techniques to mitigate attacks, this volume recognizes 
the limitations of this methodology and considers a wider range 
of security problems and solutions. By focusing on a practical 
view of network security and examining actual protocols, readers  
can better understand the vulnerabilities and develop appropriate 
countermeasures.
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